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Introduction
The ATCM 2024 (atcm.mathandtech.org) returned to Yogyakarta after ATCM 2014 
and ATCM 2018. The ATCM 2024 is in a hybrid format. We accepted 12 invited 
papers and 27 contributed papers. There are about 35% of the presentations done 
virtually this year and we are happy to see many old friends and we are equally 
thrilled to see many new faces too.

Given a Ph.D. or BS math degree program has been eliminated in recent years, the 
combination of ChatGPT with the Wolfram plug-in scored 96% in a UK Maths A-level
paper, we certainly need to ponder why students must choose math as a major.  It 
is exciting to see some presentations this year providing some partial solutions to 
this question.

All authors and readers are encouraged to contribute their favorite ideas to the next
ATCM or publish interesting articles in the Electronic Journal of Mathematics and 
Technology (eJMT: https://ejmt.mathandtech.org)  Selected eJMT papers will be 
published in the Research Journal for Mathematics and Technology (RJMT: 
http://rjmt.mathandtech.org). 

It is always nice to renew old friendships, and also exciting to make more new 
friends at an ATCM.  We hope you will invite your colleagues to experience future 
ATCMs for themselves.  We look forward to seeing everyone in person at ATCM 
2025 in the Philippines, more details will be announced later.
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Cracking the Enigma Code: Beyond the Bombe
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Abstract: The work of Allied codebreakers in the cryptanalysis of the Enigma cipher machine during World War II has
been well-documented, and rightfully recognized as one of the supreme achievements of the human intellect. One of the
trickiest parts of this analysis related to the plugboard, which contributed by far the largest factor to the total number of
configurations of the entire machine. To determine the daily plugboard connections, codebreakers used electromechanical
devices called the bombe and checking machine. After they found the plugboard connections though, they still needed to
discover some additional machine settings. The difficulty in discovering these additional settings varied depending on
which branch of the German military had created the messages under attack, since each branch used slightly different
procedures. The process was in fact significantly more difficult for messages created by the German Navy, as opposed
to those created by either the German Army or Air Force. In this paper, we will describe and demonstrate some of the
procedures involved in recovering this additional information that was needed to fully cryptanalyze the Enigma machine.
To assist in demonstrating these procedures, technology involving Maplets will be used.

1 Introduction

In 1918, German electrical engineer Arthur Scherbius applied for a patent for a mechanical cipher
machine. This machine, later marketed commercially under the name Enigma, was designed with
electric current passing through revolving wired wheels. Scherbius offered the machine to the German
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military. Only after learning that their World War I ciphers had routinely been broken did they adopt
it, which they used as their primary resource for encrypted communications throughout World War II.

As we described in [3], Polish codebreakers led by Marian Rejewski successfully cracked the
Germans’ first implementation of the Enigma. After modifications to the machine by German cryp-
tographers rendered the Polish techniques no longer viable, British mathematician Alan Turing iden-
tified weaknesses in the encryption process using patterns generated by cribs, which are small parts of
plaintext corresponding to known parts of the corresponding ciphertext, and which were made easier
to find through the frequent mistaken use of salutations, titles, and addresses by operators. When an
electromechanical device designed by Turing called the bombe became operational, codebreakers be-
gan again reading German messages. For messages created by the German Army and Air Force, once
one encrypted message between two specific operators had been broken, every message between any
two operators on the same day could be broken due to a deficiency in how Enigma operators trans-
mitted their rotor starting positions. However, German Navy operators used a more secure procedure
for transmitting their positions, which made the codebreaking process much more difficult.

In this paper, we will examine some of the challenges and illustrate some of the techniques used
by Allied codebreakers to discover daily Enigma machine settings and break Enigma messages sent
by operators from all branches of the German military. We will begin with a brief review of the
components of an Enigma and the basics of how the bombe was used in the initial cryptanalysis.

2 Components of Enigma and Initial Cryptanalysis

We begin by reviewing the components of an Enigma machine and the challenges it presented to
Allied codebreakers. We give more detailed descriptions of these components and challenges in [2].
Figure 1 shows an image of an Enigma with several important components labeled.

Figure 1: Enigma cipher machine.
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To encrypt or decrypt a letter using an Enigma, the key labeled with the letter on the keyboard was
pressed, which launched electric current representing the letter into the machine. The current traveled
first through the plugboard, where it could change to another letter depending on whether sockets
labeled with the letter were connected by a cable to sockets labeled with the other letter. The current
then passed through three rotors, in each of which it could change to another letter, and then through
a reflector, where it definitely changed to another letter. After this the current went back through the
rotors in the opposite direction and then back through the plugboard, in each of which it could again
change to another letter. Finally, the current went to the lampboard, where it lit a lamp labeled with
the encrypted or decrypted letter. We describe this process in much more detail in [4].

For the plugboard, the Germans settled on using 10 cables to connect 20 letters in pairs. Using a
formula that we describe and justify in [2], we find that there are 150,738,274,937,250 different ways
to choose 20 letters and connect these letters in pairs using 10 cables at the plugboard.

Around each of the three rotors in an Enigma, a ring was etched with the 26 letters (or numbers
representing the letters) alphabetically clockwise when viewed from the right. Above each rotor slot,
a small window was cut to make the letter (or number) at a particular location on the ring visible,
called the window letter. While each rotor could be rotated into any of 26 different positions inside
the machine, just the ring could also be rotated while the central part of the rotor was held fixed. A
rotation of the entire rotor versus just the ring was distinguished using a number called the ring setting.
The ring setting essentially indicates a rotation of just the ring, while the window letter indicates a
combined rotation of the central part of the rotor with the ring attached. The window letter and the
ring setting each contribute a factor of 263 = 17,576 to the total number of machine configurations.

The window letter and the ring setting must be considered separately to account for all of the
variability in the rotors because the rotors rotated in the machine during encryption and decryption,
rotation which was only influenced by the ring, not the central part of the rotor. Encryption and
decryption was done one letter at a time, and each time an input letter was pressed on the keyboard,
the rightmost rotor (before the current reached it) would rotate one position counterclockwise when
viewed from the right. Notches cut into the ring around each rotor then influenced the rotation of
the rotor to its left. The German Army and Air Force used rotors labeled I–V, into which one notch
was cut into the ring. The German Navy also used additional rotors labeled VI–VIII, into which
two notches were cut into the ring. Since each notch was on the ring, its position in the rotor slot at
any time could be identified by the window letter. For each notch, there was one particular position
in the rotor slot, identified by a window letter called the notch letter, for which if the rotor rotated
one position counterclockwise, the notch would cause a rotor to its left to also rotate one position
counterclockwise. Table 1 shows the notch letters for each of the rotors I–VIII.

Rotor Notch letters Rotor to left rotates when window
letter changes as indicated

I Q Q→ R
II E E→ F
III V V→W
IV J J→ K
V Z Z→ A
VI M and Z M→ N or Z→ A
VII M and Z M→ N or Z→ A
VIII M and Z M→ N or Z→ A

Table 1: Notch letters for Enigma rotors I–VIII.
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Since the German Army and Air Force chose from among five rotors for the three rotor slots,
there were 5 · 4 · 3 = 60 ways for them to arrange rotors in the machine. Since the German Navy
chose from among eight rotors though, there were 8 ·7 ·6 = 336 ways for them to arrange rotors in the
machine. Although rotors could only be situated with each side facing in a particular direction, current
passed through them in both directions, from right to left before the reflector, and then from left to
right after the reflector. Like the rotors, reflectors had electrical contacts representing the 26 letters
alphabetically clockwise when viewed from the right, though only on one side, since current entered
and exited reflectors on the same side. Unlike the rotors (and the plugboard), letters in reflectors were
always fully connected in 13 pairs. Having the reflector in the middle of the symmetric sequence

plugboard → rotors (right to left) → reflector → rotors (left to right) → plugboard

also ensured that the machine configuration for encrypting and decrypting the same message was
identical, since the decryption of a ciphertext letter was obtained by simply reversing the path through
the machine when the corresponding plaintext letter had been encrypted.

Reflectors labeled B and C with two different electrical wirings were produced for the German
Army, Air Force, and Navy. The reflector in use was always placed in the machine in only one way
and did not rotate. As such, the number of ways in which a reflector could be chosen and placed into
the machine was 2.

Combining the factors resulting from the plugboard, window letters, ring settings, rotor arrange-
ments, and reflector, the total number of different machine configurations for an Enigma used by the
German Army and Air Force was 5.59× 1024. In an Enigma used by the German Navy, for which
the number of rotor arrangements was 336 rather than 60, the total number of different machine
configurations was 3.13×1025.

Allied codebreakers discovered that identifying cribs allowed them to eliminate the largest factor
in the total number of different machine configurations, the one resulting from the plugboard. Through
a geometric pairing of the crib and its corresponding part of the ciphertext known as a menu, a search
was done for the reflector, rotor order, window letters, and ring settings that gave plugboard pairs
that produced logical consistencies, in which each letter in the menu always had a unique plugboard
partner assignment.

During the search for the machine settings that gave the plugboard pairs though, the window
letters and ring settings that were found were usually not the ones that had been used in the actual
encryption of the message. Instead, the window letters and ring settings that were found resulted in
the same rotor core starting positions, or rotor offsets, that had been used in the actual encryption of
the message. To understand this idea better, consider an encryption with initial left-to-right window
letters NCS (which correspond to position numbers 14, 3, 19 in the alphabet) and corresponding
ring settings 4, 26, 13. The rotor offsets for this encryption would then be 10, 3, 6, since 14−4 = 10,
3−26 =−23 = 3 mod 26, and 19−13 = 6. However, if we did the same encryption with these rotors
and initial window letters ZZZ (corresponding to 26, 26, 26) and corresponding ring settings 16, 23,
20, the rotor offsets would again be 10, 3, 6, since 26−16 = 10, 26−23 = 3, and 26−20 = 6. Then,
assuming the same reflector and rotor order were used, and that there were no rotations of the middle
and left rotors in either scenario, the encryption using these rotors with the initial window letters NCS
and corresponding ring settings 4, 26, 13 would be the same as with the initial window letters ZZZ and
corresponding ring settings 16, 23, 20. To test for the correct rotor core starting positions, a setting for
the initial window letters, in many cases ZZZ, was chosen, and the ring settings were found by a brute
force attack from among 263 = 17,576 possibilities, until the correct rotor core starting positions were
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found. To find a plugboard partner for the central letter that was logically consistent, a combination
of a reflector (either B or C), a rotor order (of which there were 60 possibilities for Army and Air
Force messages or 336 possibilities for Navy messages), and a ring setting (of which there were
17,576 possibilities) was tested, which eliminated having to test the 263 = 17,576 possibilities for the
window letters.

This process allowed Allied codebreakers to break a single encrypted message between two in-
dividual Enigma operators on any particular day. To break all of the messages sent by any Enigma
operators on that same day though, more work was required. We describe this next.

3 Army and Air Force Encryption

German Army and Air Force Enigma operators were equipped with a three-rotor Enigma machine
and a set of five different rotors labeled I–V. Each operator was also issued the same monthly setting
sheet. For each day of the month, the setting sheet would identify to the operator the machine setting,
or key, for the day. Included in the daily key were the specific rotors to be installed in the machine,
the prescribed order for these rotors, the choice of reflector between B and C, the ring settings for the
rotors, and the ten plugboard letter pairs.

When an Enigma operator needed to encrypt a message, they set up the machine using the spec-
ified daily common key. However, when placing a rotor in the machine, each individual Enigma
operator would choose their own window letter for it. The three window letters they chose for all
three rotors, in order from left to right, were known as the message setting.

Of course, the Enigma operator to whom they were sending the message needed to know the mes-
sage setting as well. We will describe a procedure for providing this that was used by German Army
and Air Force Enigma operators after May 1940. For the purpose of communicating their message
setting, the sending operator would choose another three letter group, known as the indicator setting,
and start by setting up their machine using the indicator setting rather than the message setting. The
sending operator would then use this setup to encrypt the message setting. Then the sending operator
would change the window letters to match the message setting, and encrypt the message. The result
was then transmitted to the receiving operator by sending the encrypted plaintext message following
by the six letter sequence consisting of the sending operator’s indicator setting and encrypted message
setting.

We will demonstrate this process using a Maplet1 entitled Encrypt/Decrypt Enigma Message
which was written by the authors and designed to encrypt and decrypt messages using an Enigma.2

The source code for this and all of the other Maplets demonstrated in this paper, as well as directly
usable versions of them, can be downloaded at [5]. The code is unique to Maple, but could easily be
altered for use with any programming language.

Suppose, for example, that the daily Enigma key is the following.

Rotor Order: I, V, III
Reflector: B

Ring Settings: 19, 13, 25
Plugboard Pairs: O/S, N/T, R/H, B/U, L/I, D/F, G/A, Q/P, C/K, J/Y

1A Maplet is like an applet, but uses (and requires) the engine of the computer algebra system Maple, and is written
using Maple functions and syntax.

2The Enigma machine used a typewriter style in which one letter was encrypted or decrypted at a time. This Maplet is
designed to expedite this process by encrypting or decrypting all letters with one click.
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Suppose also that the sending operator chooses message setting TEX, and indicator setting RED. The
sending operator would first set up the machine using the daily key with the indicator setting as the
window letters, and use this setup to encrypt the message setting. Figure 2 shows the result of using
the Encrypt/Decrypt Enigma Message Maplet to do this, resulting in the output YXS.

Figure 2: Encrypting a message setting.

Suppose now that the sending operator wished to encrypt the message TODAY IS THE DAY. The
sending operator would then change the window letters in the machine to TEX, and use this setup
to encrypt the message. Figure 3 shows the result of using the Maplet to do this, resulting in the
ciphertext HKMQWALFVHABJ.

Figure 3: Encrypting a message.

Finally, the sending operator would transmit the ciphertext followed by the indicator setting and
the encrypted message setting: HKMQWALFVHABJ REDYXS. To decrypt the message, the receiving
operator would first set up their machine using the daily key with the indicator setting RED as the
window letters, and decrypt the last three letters received. This would result in TEX. The receiving
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operator would then change the window letters in the machine to TEX, and use this setup to decrypt
the message.

4 Army and Air Force Cryptanalysis

Turing’s bombe enabled Allied codebreakers to decrypt messages that had been encrypted by German
Army and Air Force Enigma operators. However, there was not enough time to use the bombe to
decrypt all messages sent between any two Army or Air Force operators. We will now consider how
it was possible for Allied codebreakers to quickly decrypt all messages sent between any two Army
or Air Force operators on the same day as one message they had decrypted using the bombe.

When an individual Enigma ciphertext was broken using the bombe, the process resulted in ring
settings that gave rotor core starting positions based on the assumption that the last window letters
prior to the crib were ZZZ. When the bombe was successful on one Enigma ciphertext, although it
would give the reflector, rotor order, and plugboard connections from the daily key on the day the
ciphertext was formed, it would only give the ring settings from the daily key if the last window
letters prior to the crib had actually been ZZZ. Finding the actual ring settings from the daily key was
necessary in order to be able to decrypt most or all of the other encrypted messages sent between any
two Army or Air Force operators on the same day without having to use the bombe.

The first step in finding the ring settings from the daily key was to determine the actual initial
window letter and ring setting of the rightmost rotor. These could be found from knowing where a
turnover of the middle rotor first occurred, the notch letter of the rightmost rotor, and the rightmost
initial window letter resulting from the assumption that the last window letters prior to crib were ZZZ.

To demonstrate this, we will continue an example that we began in [2], in which we assumed
we knew the crib FOLLOWORDERSTO corresponded to the underlined part of the ciphertext message
NUENTZERLOHHBTDSHLHIYWEABHTQKC. Using this fact, we were able to determine in [2] the following
parameters from using the bombe on this one ciphertext.

Rotor Order: I, V, III
Reflector: C

Ring Settings: 16, 23, 18
Plugboard Pairs: O/S, N/T, R/H, B/U, L/I, D/F, G/A, Q/P, C/K, J/Y

We will now demonstrate how the actual initial window letter and ring setting of the rightmost
rotor can be determined for this example. We will do this using a Maplet entitled Clonking, which
was written by the authors and designed for this purpose. The result is given in Figure 4. In the
Maplet, the reflector, ring settings, rotor order, and plugboard pairs discovered using the bombe are
entered, as well as the crib, its corresponding part of the ciphertext, and the ciphertext in full. Clicking
the Display Plaintext/Ciphertext button then causes the window letters, plaintext, and ciphertext to
be displayed under the assumption that the last window letters prior to the crib were ZZZ. From
the output shown in the Maplet, we can see that the decrypted message is legible only through the
window letters ZZS. The reason the message is no longer legible after this point is very likely due to
a turnover of the middle rotor at this point. Since there are two letters in the ciphertext before the start
of the crib, the Maplet thus indicates that the actual encryption starts with the window letters ZZX.
So to find the actual window letter of the rightmost rotor when the ciphertext was formed, note that
since a turnover of the middle rotor first occurred at ZZS and the machine was set to ZZX, then a total
of 21 turnovers occurred for the rightmost rotor during encryption. From Table 1, we can see that
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the rightmost rotor III only has the notch letter V. After 21 turnovers of the rightmost rotor during
encryption, the notch letter V would have been the rightmost window letter. Thus, if we go backwards
on the ring of letters around the rotor (i.e., backwards in the alphabet, wrapping from the start of the
alphabet to the end if necessary) 21 positions from V, the result would be the actual rightmost initial
window letter. Going backwards on the ring of letters around the rotor 21 positions from V gives A,
which is the actual rightmost initial window letter when the ciphertext was formed. Next, to find the
ring setting of the rightmost rotor when the ciphertext was formed, we can use the fact that for the
rightmost initial window letter X and ring setting 18 that resulted from the assumption that the last
window letters prior to crib were ZZZ, or the actual rightmost initial window letter A and actual ring
setting, the rotor core starting positions would have to be the same. For the rightmost initial window
letter X and ring setting 18, since X is the 24th letter in the alphabet, the rotor core starting position
would be 24−18 = 6. Thus, because subtracting the rotor core starting position from the number of
the initial window letter would give the ring setting, and the actual rightmost initial window letter A
is the first letter in the alphabet, the actual ring setting would be 21, since 1−6 = −5 = 21 mod 26.
Clicking the Find Actual Right Most... button in the Maplet shows these results.

Figure 4: Finding an actual rightmost window letter and ring setting.

After finding the actual initial window letter and ring setting of the rightmost rotor, Allied code-
breakers could then find the actual ring settings of the middle and leftmost rotors by exploiting how
they knew Army and Air Force Enigma operators transmitted their message settings as described in
Section 3. To demonstrate this, consider an Enigma configured with the correct reflector, rotor order,
plugboard connections, and actual initial window letter and ring setting of the rightmost rotor, and
with the rotors turned so that the indicator setting is showing through the windows. There would only
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be 26 ·26 = 676 different possible combinations of ring settings of the middle and leftmost rotors. If
the letters in the operator’s encrypted message setting were decrypted assuming each of these 676 dif-
ferent possible combinations, only a relatively small number should cause the third letter to decrypt to
the actual rightmost initial window letter. It would not be unreasonable to try all 676 different possible
combinations to see which ones caused the third letter in the operator’s encrypted message setting to
decrypt to the actual rightmost initial window letter, and this is exactly what the codebreakers did.
They actually did not even have to decrypt all of the letters in the operator’s encrypted message set-
ting for every trial. By rotating the rightmost rotor two positions forward to replicate the rotations
that would occur when the first two letters were decrypted, they could initially test a combination by
decrypting just the third letter, and then decrypt the first two letters only if the third letter decrypted
to the actual rightmost initial window letter.

For example, suppose that the sequence BOXFUW consisting of the indicator setting and encrypted
message setting was intercepted. For the sequence BOXFUW, the codebreakers could, with the rotors
turned so that BOZ was showing in the windows, try all 676 different possible combinations of ring
settings of the middle and leftmost rotors to see which ones caused W to decrypt as A. Then only for
those that did, they could turn the rotors back so BOX was showing in the windows and decrypt FU.

The Allied codebreakers referred to the process that we just described as clonking. After clonking,
from the combinations of ring settings of the middle and leftmost rotors that caused the third letter in
the operator’s encrypted message setting to decrypt to the actual rightmost initial window letter, they
could identify the correct actual ring settings of the middle and leftmost rotors by checking to see
which ones together with the resulting decrypted letters gave the same rotor core starting positions
as the initial window letters and ring settings that had worked in the cryptanalysis process on the
individual ciphertext.

As an demonstration of clonking, consider the example we began in Figure 4, in which we found
that the actual initial window letter and ring setting of the rightmost rotor when the ciphertext was
formed were A and 21, respectively. Clonking for the sequence BOXFUW would involve trying all
676 different possible combinations of ring settings of the middle and leftmost rotors to see which
ones caused FUW to decrypt as ..A, and then for each combination that did, finding the resulting rotor
core starting positions. By entering BOXFUW and clicking the Compute candidate... button, the
Clonking Maplet displays all ring settings of the middle and leftmost rotors that decrypt FUW as ..A.
The results are shown in Figure 5. By examining the output, we can see for example that the ring
settings 3, 23, 21 cause FUW to decrypt as ZFA. Since ZFA are the alphabet letters in positions 26, 6, 1,
the ring settings 3, 23, 21 with these initial window letters result in the rotor core starting positions 23,
9, 6, since 26−3 = 23, 6−23 =−17 = 9 mod 26, and 1−21 =−20 = 6 mod 26. The initial window
letters and ring settings that had worked in the cryptanalysis process on the ciphertext in this example
were ZZX and 16, 23, 18, respectively. Since ZZX are the alphabet letters in positions 26, 26, 24, the
ring settings 16, 23, 18 with these initial window letters result in the rotor core starting positions 10, 3,
6, since 26−16 = 10, 26−23 = 3, and 24−18 = 6. Note that in the Maplet output, the ring settings
10, 15, 21 and decrypted letters TRA give these same rotor core starting positions. Thus, the actual
initial window letters and ring settings when the ciphertext in this example was formed were TRA and
10, 15, 21. As a result, 10, 15, 21 must be the ring settings in the daily key for all Enigma ciphertexts
formed on the same day as the ciphertext in this example. This result is verified in the Maplet. With
the correct ring settings found for the daily key for the particular day, the Allied codebreakers could
use the indicator setting transmitted by each Enigma operator, decrypt their message setting, and then
decrypt the ciphertext message sent by the operator.
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Figure 5: Clonking to find actual message setting and ring settings.

5 Navy Encryption

At the beginning of World War II, the German Navy used the same three-rotor Enigma machine as the
German Army and Air Force. However, in addition to the five rotors used by the Army and Air Force,
Navy Enigma operators were equipped with three additional rotors, for a total of eight. Like Army
and Air Force Enigma operators, Navy operators were issued a monthly setting sheet with instructions
on how to configure their machine on any given day. Unlike their Army and Air Force counterparts
though, Naval Enigma daily keys were issued in two parts. First, the inner settings specified the rotor
order and ring settings that were to be used for pairs of days for the month covered by the setting sheet.
Then, the outer settings, which were changed daily, specified the plugboard pairs and a collection of
special positions specified by the rotor window letters known as the Grundstellung (in English, initial
position).

In contrast to their counterparts in the German Army and Air Force, German Navy Enigma opera-
tors did not choose their own message settings. Instead, each operator selected a group of three letters
called the procedure indicator group from a designated section of a printed book called the K-book.
Then, after configuring their Enigma machine with the specified rotor order, ring settings, plugboard
pairs, and window letters specified by the Grundstellung, the sending Enigma operator encrypted
the three letters specified by the procedure indicator group. The three letters resulting from this en-
cryption represented the message setting. The process was referred to by the Allied codebreakers as
Dolphin.

Suppose, for example, that the daily key is the following.
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Inner Settings: Ring Settings: 16, 10, 22
Rotor Order: VIII, IV, I

Outer Settings: Reflector: B
Plugboard Pairs: O/S, N/T, R/H, B/U, L/I, D/F, G/A, Q/P, C/K, J/Y

Grundstellung: YES

To create the message setting, suppose the operator uses the K-book to look up procedure indicator
ATS. The sending operator would first set up the machine using the inner and outer settings with the
Grundstellung as the window letters, and use this setup to encrypt the procedure indicator. Figure 6
shows the result of using the Encrypt/Decrypt Enigma Message Maplet to do this, with output SJK.

Figure 6: Encrypting a procedure indicator group.

Suppose now the sending operator wished to encrypt TOMORROW IS BETTER. They would then
change the window letters in the machine to SJK, and use this setup to encrypt the message. Figure 7
shows the result of using the Maplet to do this, resulting in the ciphertext CQCLWTIXNNLKFGGS.

Figure 7: Encrypting a message.
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German Navy Enigma sending operators used a different and more secure method than their coun-
terparts in the Army and Air Force to transmit their message settings and ciphertexts to the receiving
operators. The sending operator would encrypt the procedure indicator group by means of a bi-gram
table. Bi-gram tables, which were arranged in 26×26 grids, were issued in a book to all Navy Enigma
operators, with instructions for which bi-gram table was to be used on any given day. The Bigram
Table Maplet, which was written by the authors, is designed to generate a random bi-gram table re-
sulting from a given seed. For example, Figure 8 shows the bi-gram table generated with a random
seed of 79.

Figure 8: Finding a bi-gram table.

Bi-gram tables were used to replace groups of two letters. For example, with a given bi-gram
table, the replacement for the two-letter bi-gram KA would be the two letter sequence in the position
in the table where the row labeled with the letter K intersected the column labeled with the letter
A. For the table shown in Figure 8, this replacement for KA is XD. Note that bi-gram tables were
symmetric in the sense that for the two-letter sequence XD, the position in the table where the row
labeled X intersects the column labeled D is KA.

German Navy Enigma sending operators used bi-gram tables to encrypt their procedure indicator
groups. To demonstrate how this worked, as a continuation of the example in this section, recall that
the procedure indicator ATS was chosen from the K-book. The operator would first attach a random
letter, say J, to the end of this procedure indicator to obtain ATSJ. From the K-book, the Enigma
sending operator would choose another 3-letter sequence, say PRO, and attach a random letter, say
K, to the beginning of it to obtain KPRO. These two four letter sequences would then be stacked to
obtain the following.
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K P R O
A T S J

With, for example, the bi-gram table shown in Figure 8, the operator would make the replacements
KA→ XD, PT→ DV, RS→ UA, and OJ→ XK to obtain the following.

X D U X
D V A K

The Enigma sending operator would then transpose this array into the following.

X D D V
U A X K

Finally, the sending operator would string these rows together as XDDVUAXK, and transmit this to the
receiving operator twice with the ciphertext CQCLWTIXNNLKFGGS generated in Figure 7 in between:
XDDVUAXK CQCLWTIXNNLKFGGS XDDVUAXK.

To decrypt the message, the receiving operator would begin by reversing the process of the bi-gram
table to recover the procedure indicator group ATS. Then, using the Grundstellung setting of YES and
the rest of the machine settings that were given in the daily key, the receiving operator would encrypt
ATS to recover the message setting of SJK. Finally, using this message setting, the receiving operator
would be able to decrypt the ciphertext CQCLWTIXNNLKFGGS to recover the plaintext TOMORROW IS

BETTER.

6 Navy Cryptanalysis

The fact that the German Navy had 336 possible rotor orders as compared to 60 for the German Army
and Air Force alone vastly increased the amount of Bombe time needed to discover the initial plug-
board pairs, reflector, rotor order, and ring settings needed to break Enigma messages. Some of this
additional challenge was overcome through a technique developed by Alan Turing called banburis-
mus which eliminated certain rotor orders. The construction of more bombes to test rotor orders also
helped. Even when an Enigma daily key was found with the successful breaking of a single message
though, the Navy’s use of bi-gram tables to encrypt procedure indicators better prevented the direct
recovery of the message settings used by the other Enigma operators on any particular day.

With these added difficulties, it became imperative that the Allies capture German monthly setting
sheets. The first such capture occurred in 1941, and as the war progressed, other captures occurred.
This enabled progress to be made, since it allowed the daily key to be known for a limited number of
days. However, without knowledge of the bi-gram tables used by each operator, it was still difficult
to recover the message setting used by each Enigma operator. This problem was initially resolved by
constructing each day what was known as an EINS catalog.

The German word eins, which translates in English to one, was suspected to occur most often
in German Navy plaintext messages. This suspicion was later verified since it was confirmed that
approximately 90% of German Navy messages contained at least one occurrence of eins. Using the
daily key provided by the captured setting sheets, a daily catalog of four letter groups obtained by
encrypting EINS at all of the 263 = 17,576 possible window letter position groups was constructed.
The daily construction of the catalog was an arduous task, and was first carried out by hand. Later, a
machine known as the baby was used, which recorded the entries on punch cards.
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The EINS Encryption Finder Maplet, which was written by the authors, is designed to generate
EINS catalogs. The Maplet takes daily key parameters as input, and returns after the Generate EINS
Table button is clicked the EINS catalog resulting from these parameters. As an example, Figure 9
shows the catalog table that results from a daily key. The table displays all possible ways in which
EINS could be encrypted with the given daily key followed by the window letters that generate each
encryption. For example, the result AABC NIB in the upper left corner of the table indicates that EINS
encrypts as AABC when the window letters are NIB.

Figure 9: Generating an EINS table.

Ciphertexts intercepted from German Navy Enigma operators were compared with the entries in
the catalog to see if any of the four letter groups constructed by encrypting EINS also occurred in
the ciphertexts. For a particular rotor position where a match occurred, the four characters in the
ciphertext would decrypt to EINS. Once a match was located, further letters of the ciphertext would
be decrypted to see if a legible plaintext was obtained.

As a demonstration of this process, and as a continuation of Figure 10, suppose the ciphertext
BPDXHXWOPKPRCDKLWFGXVUTYL was intercepted. After entering this ciphertext in the EINS Encryp-
tion Finder Maplet, clicking the Find Possible EINS Encryptions button initiates a search for pos-
sible encryptions of EINS in the generated table. Figure 10 on the next page shows that there are three
matching occurrences in the table, the locations in the ciphertext where each of these encryptions of
EINS begins, and the window letters that give each one. Clicking the Decipher Message button then
causes the full ciphertext to be decrypted with each possible set of window letters, and shows the full
plaintext as the only legible option: ATCM OCCURS EINS TIME PER YEAR. Note that the Maplet also
gives the actual window letters from the start of the encryption, FBI, which it finds by reverse-rotating
the rotors the number of positions in the ciphertext prior to the encryption of EINS from the window
letters that produced the encryption of EINS.

If approximately 200 message settings were recovered on any particular day, it became possible
for Allied codebreakers to recover the bi-gram tables that were used. This involved a very laborious
procedure though, and will not be discussed here.
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Figure 10: Finding a message setting and decrypting a message.

7 Conclusion

In this paper, we extending our discussion that can be found in [2] to show how the German Army, Air
Force, and Navy versions of the three-rotor Enigma machine could be cryptanalyzed and messages
sent by all Enigma operators on any particular day read. Due to the more involved and secure method
used by Navy operators to transmit their message settings, breaking Navy messages provided a much
greater challenge than Army and Air Force messages.

Allied codebreaking efforts were complicated in February 1942 by the introduction of a four-
rotor version of the machine by the German Navy. Called Shark by the Allies, keys for the four-rotor
Enigma required further efforts to find, and required faster four-rotor bombes which were developed
by the United States in 1943. A brief description of this process can be found in [1].
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Abstract: This paper aims to discuss some basic examples of octagonal tessellations and patterns made 
with them. We will limit our investigations to a group of patterns with 90-degree intersections of lines. 
We will discuss the ‘square side and diagonal’ ratio and its use in architectural adornments.  

Introduction 

In the last few years, my research has been mostly related to Persian and Ottoman geometric 
patterns, mainly based on decagonal geometry. However, a few other groups of patterns are 
worth exploring and researching their properties. One of them are octagonal adornments 
seen both in Central Asia and Iran and in Maghreb. There is a huge diversity of octagonal 
patterns worth sorting out and investigating. In this paper, we will concentrate on a few 
octagonal designs from Uzbekistan and Iran.  

Geometer’s Sketchpad 

In all my papers, all examples were constructed with Geometer’s Sketchpad, a software from 
KCP Technologies Inc. Recently, GSP is a free tool that one can download and use. GSP 
contains the same tools as those in traditional pattern design, i.e., compasses and ruler.  

In GSP, we have the so-called custom tools. Thus, if we create a useful geometric 
construction, we can save it as a custom tool. Then we can use it in any place we need it. This 
reminds us of the copy-and-paste technique frequently used when drawing patterns with 
traditional non-electronic tools. Custom tools in GSP are more flexible than the traditional 
copy-and-paste technique. Another advantage of GSP is that it can handle huge amounts of 
data – points, segments, arcs, and polygons.  

The vocabulary of geometric pattern design 

Like in any other science, we need terminology that will help us discuss pattern properties 
and design functionality. Thus, in the following table, we will show samples of geometric 
elements with their names. It is important to note that we deal only with samples here. There 
is an infinity of tessellations and an infinity of geometric motifs.  

Patterns can be created by constructing them directly without a tessellation or using 
tessellations and motifs filling them. You have to choose which method works better for you.  
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(1) 

(2) (3) (4) 

Vocabulary of design: (1) a sample tessellation; (2) an octagon with a grid 
inside; (3) a sample motif for an octagon created on a grid; (4) a sample 
motif for an octagon.  

(1) It doesn’t matter if you know each shape in a tessellation or a pattern; you have to 
construct it using a proper geometric construction. Not by assembling polygons. 
Tessellation shown here uses octagons and squares. The black segments show the future 
edges of a pattern created on this tessellation.  

(2) For some patterns, grids are very useful devices. We often use them in hexagonal designs. 
Sometimes in octagonal designs.  

(3) A motif can be constructed on a grid-like basis, as shown here. Motifs can be very simple 
or complex. After creating a motif, we wipe out the grid used to create the motif. The 
motif is constructed, not drawn.  

(4) A motif for a polygon is one of the components of the pattern. It can be repeated.     

Pattern from Shah Mosque in Isfahan (example 1) 

  

Isfahan, a fragment of doors from Shah 
Mosque 
This is one of the most frequently seen octagonal 
patterns in Iran.  
The middle illustration shows how the pattern can 
be divided into 12 identical squares. Each can be 
used to create the whole design by taking its copies 
or reflections about one of its edges.  
Below, we show one of these squares. The series of 
following drawings will explain how one can 
construct it directly.  
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Direct construction of the pattern from Shah Mosque in Isfahan 

     

     

The drawings show all the steps in creating this pattern. This is a construction often 
presented by some gurus of pattern design. It is complex and not easy to follow.  

We used Geometer’s Sketchpad to show all construction points and lines. Lines are usually 
perpendicular or parallel to another line. Intersection points or circles restrict the lengths of 
segments. The pattern is very regular, and we have only two segment lengths here. Note – 
this technique is often called a point-to-point design.  

 

Lengths of segments of the 
pattern 
The lengths of segments were 
calculated using GSP. But we 
can easily calculate these 
lengths by hand.  
We have here two lengths of 
segments and  

𝐵𝐿 = 𝐷𝐾 = √𝐸𝐷2 + 𝐸𝐾2 
 
Here comes a very important 
conclusion: long segments are 
equal to the diagonal of a 
square with short segments as 
its edges.  

BL = 1.89386 cm

DK = 1.89386 cm

m EK = 1.33916 cm

m DE = 1.33916 cm

m EG = 1.33916 cm

m FE = 1.33916 cm

m DE = 1.33916 cm

m DB = 1.33916 cm

m BC = 1.33916 cm

I

J

CB

L
K

D

H

G

F E
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Polygons in octagonal geometry 

There are also other techniques for designing geometric patterns. In the following examples, 
we use the polygonal method. It is a structural method. It allows us to simplify the number of 
objects for our design. We deal with structures, which are usually very simple. Let us explore 
this method. 

We can learn more interesting mathematical facts by drawing from the photograph. The two 
illustrations shown below are what we may get. 

  

Polygons 
In any geometric pattern, we may get a 
few different families of polygons and 
tessellations.  

Here we have two tessellations – the red 
one and the blue one. Each contains a 
slightly different set of polygons; polygons 
from one may occur in the other one.  

NOTE – We deal with tessellations and patterns here. Each pattern itself is also a tessellation. 
But its polygons may not be convex. In tessellation for a pattern, all polygons must be convex 
and have at least one symmetry line, while polygons in a pattern may not be convex. 

Thus, we must construct one of the two tessellations to create a pattern. We choose the one 
that is easier to construct. Usually, tessellations with a smaller number of polygons are easier 
to construct. In our example, red tessellation can be produced in very few steps. Each of these 
two tessellations contains fewer polygons than the original pattern. In our example, we have 
five red and 12 blue polygons, while the pattern contains 16. Note – in octagonal tessellations, 
we often get gaps between tiles.  

On the next page, constructions of both tessellations are shown.  

Structure of both tessellations 

  

Proceedings of the 29th Asian Technology Conference in Mathematics  

19



 

Elements of the red tessellation 

Creating motifs for the tessellation polygons shown above requires knowledge of each tile’s 
shape and the principal angle. Here, it is 90 degrees.  

  

Creation of a motif for a 
square 
For each edge, we draw two 
lines passing through the 
midpoint of the edge, with 
90 degrees between them.  
We will use 90 degrees in 
other patterns’ motifs.  

(1) 

Long hexagon with pattern  
The large angles of the rhombus are 135 degrees, and the two 
others are 90 degrees. All edges of it are equal.  
The motif inside the rhombus has angles equal to 90 degrees 
and short edges of the same length. The relation between long 
and short edges is the same as the diagonal and side of a 
square.  

The dashed red lines are mirror lines of the figure.  

 (2) 

A motif for the half of the octagon 
Here, we created a motif for half of the octagon.  
The drawing presents only one out of a few pattern designs for 
an octagon. We will examine some of them later.  
 

Some polygons occur in both types of tessellation.  

The blue tessellation 

The blue tessellation contains a regular octagon, a flat hexagon, a square, and a very specific shape with 
a motif similar to a house with a slanted roof. We will call it “yurt,” the same name we will use for the 
motif inside it. Let us examine these shapes and their motifs.  

HG
F
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(3) (4) 

The yurt tile and its motif 
This construction is very easy to 
redraw.  

(5) 

(6) 

A flat hexagon 
In the long hexagon, all edges 
were the same length. This one 
has two short edges; all angles 
are the same, as in a long 
hexagon.    

Each of the tiles shown here can occur in red and blue tessellation. Thus, red and blue colors are useful 
only for distinguishing between tessellations, but it does not matter which color we use. There is also 
an easy way to transform one tessellation into another one.  

In various regions and workshops, particular shapes had their names. Names were usually in Farsi and 
its local dialects. Some of them can be found in Russian literature ([3] [7] ). Here are some examples. 

Kapchuk – a bag, or shirt, 

Barg-e-chanar – a leaf of the platanus tree (there are a few shapes with this name), 

Taul – a drum.   

In this paper, we discussed only a few shapes that the reader can spot in simple octagonal designs. 
However, the quantity of these shapes is larger than one could mention in a brief paper. Each region 
has a variety of designs that may occur in a given part of the world. For example, in Uzbekistan, we may 
find a unique collection of patterns that do not exist in other parts of the world. Some of them are 
discussed in  [1] [7] . It seems that many octagonal designs originated in old Uzbekistan (XII century). 
Another great collection of octagonal designs can be found in the monograph by Mustafa Bulut [2] . His 
collection of octagonal designs is admirable. In his book, we can find patterns even from remote 
Anatolian villages and towns. There are no catalogs of octagonal patterns from Iran or Egypt.  

Finally, a huge collection of octagonal designs can be found in Jean-Marc Castera’s book Arabesques, the 
decorative arts in Morocco. But patterns from the Maghreb represent a completely different style. We 
may return to them in the future.  

mADE = 135°

mABC = 113°

E

A

D

B

C
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Filling an octagon with a motif 

There are a few ways to fill a regular octagon with a motif. Here are some of them. For their 
construction, we use the grid (a). We could also fill octagons using polygons and their motifs presented 
in the previous pages.  

   (a) (b)  (c)  

 (d)  (e) (f)

(g)  (h) (i) 

 (i)  (j) 

Motifs for a regular octagon 
The motifs presented here were made on a grid, filling a regular octagon (a). The construction of each of 
them is obvious. Some explanation is needed for (i). Here, we have segments in black and gray. Some of 
the gray segments can be removed. This particular motif can be found in the Magoki Attari Mosque in 
Bukhara (XII century).  

NOTE: motifs (b) and (c) have eight mirrors; (d) and (e) have four mirrors; (f) has two mirrors; (g), (h), and 
(i) have one mirror. Motif (j) has no mirrors.  
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Some of the motifs for octagons are often used, and some are rare. The motif (j) occurs only in a few 
places, e.g., Isfahan, Charbagh Madrasah, and India. All other motifs for the octagon occur more 
frequently.    

All presented here polygons and motifs were created with Geometer’s Sketchpad. We can go further 
and create custom tools for each of them. Thus, we can fill each polygon with an appropriate motif 
after creating a tessellation. Finally, as in this paper, we could use a single line for each motif. We could 
use double lines or even triple lines like it was done in real examples.  

Example 2: A pattern from Bibi-Khanum Mosque in Samarkand 

 

  

Wall pattern from Bibi-Khanum Mosque in Samarkand 
This is a large panel made from rectangular ceramic tiles. Uzbek builders 
frequently used this technique. Above, we show a quarter of the pattern and 
its geometry. Some parts of the pattern are fixed. The two octagons can be 
filled using any of the motifs presented in the previous illustration. The 
construction of this pattern is obvious. More about this place at 
https://en.wikipedia.org/wiki/Bibi-Khanym_Mosque 

Example 3: A pattern from Ulugh Beg Madrasah in Regestan Square in Bukhara 

  

Mosaic from Ulugh Beg Madrasah in Regestan 
Regestan is a large square in Samarkand with three major 
buildings -  Ulugh Beg Madrasah, Tilya-Kori Madrasah, and 
Sher-Dor Madrasah. Each of them has some decorations made 
in octagonal geometry.  
The one shown here comes from Ulugh Beg Madrasah. Like 
the previous example, it is made using ceramic tiles. Parts of 
the pattern (top corners) are missing; thus, we will have to 
reconstruct them. 
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Creation of contour, tessellation, and pattern 

  

 

The drawing shows the construction of four identical tangent 
octagons, one of which will be the center of the pattern.  
Here are motifs that were used in the original pattern.  

(b) (h) (g) 
 
 

3
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(c)

(d)

(d)

(a)

  

Geometry of the mosaic  
At the beginning of this paper, we created motifs for octagons. 
This way, we can make our designs more complex and 
sophisticated.  
The illustration shows our pattern with four tangent octagons. 
Two of them are filled with fill (d), one with (c) and one with 
(a). We could use different motifs to get different patterns. 
Some of them could probably be seen in other places.  
Now, we should construct the contour and then octagons with 
appropriate motifs. We will ignore the calligraphy in the 
background. 
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Pattern and tessellation A complete pattern 

Designing octagonal patterns piece-by-piece 

The idea is simple – design a few simple patterns in rectangles with common width and 
patterns on horizontal edges matching somehow. Then, combine these rectangles in a large 
block. This way, we can produce large designs with almost any size.  

Let us check how it can be done in practice. We will create three octagonal tessellations with 
the same width and possibly different lengths. The challenge will be constructing each 
contour and then fitting octagons onto this contour. We also assume each rectangle will have 
squares or octagons centered on its corners.  

Example 3: Ceiling from Sultaniyeh 

 

Here, we have one octagon inscribed in a square. In the 
corners, we have small squares. The octagon can be 
filled with one of the motifs we created before. Thus, 
with motifs (a) – (h) applied, we may construct any 
number of patterns. Persian designers used this 
specific technique. They created magnificent ceilings 
based on this idea. Below is an example: a ceiling from 
the Mausoleum of Sultan Oljeitu, Sultaniyeh, Iran.    
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The example from Sultaniyeh is very impressive. But its spectacular view is the result of the 
very thick frames. The construction is very simple. We used the motif (h) for the octagon. We 
could use any other motif, and this way, we could get another interesting design.  

Example 4: A flat rectangle  

Let us imagine that we still follow the same idea. But this time, we will introduce another 
rectangle and combine it later with a square. 

    

   

These drawings show step-by-step how two contours can be used to make another contour and how 
patterns from both contours (square and flat square) can be joined into one pattern.  
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IMPORTANT – In octagonal patterns, we can leave some tessellation polygons without a 
motif. Here, one of the tent polygons was left empty. This is a specific feature of octagonal 
designs. 

Example 6: Another way of using the flat rectangle 

  

Example 7: Large ceiling pattern 

Finally, we can use all three designs to create a bigger ceiling pattern.  

  

Two versions of the ceiling pattern 
Left: the complete drawing. Dashed lines show places where squares and rectangles were joined 
together. 
Right: the same pattern rendered as a woodworking object.  
Assuming that the square’s edge is equal to 1, the lengths of the two remaining rectangles are equal to 
1.70711 and 1.41421. Thus, the whole design is size 8 (width)*8.24264(length). This way, we are able to 
calculate precisely how many rectangles we need for our design. 

Similarly, many other patterns were created using this piece-by-piece method.  


